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Solutions That Pay

EC-Navigator™ is the browser-based “Command
and Control” center that seamlessly integrates
all of 3Delta Systems’® Payment WorkSuite®
applications. Permission-based access drives
the operation of EC-Navigator, ensuring account
integrity and risk reduction by automatically
displaying only what each individual user is
allowed to see.

Comprehensive administrative tools provide you
with an unprecedented level of control to further
secure user access as well as easily manage
merchant information, customer accounts and
cardholder data. Advanced reporting facilitates
daily operations and decision-making by offer-
ing multi-level insights into transactions, user
activity and stored data across the full suite of
applications.

EC-Navigator is fully integrated into each 3Delta
Systems (3DSI) service within Payment WorkSuite
- CardVault®, EC-Zone®, EC-Linx® and EC-Batch®.

Authenticate, Authorize and Protect

Permissions are the core of EC-Navigator’s
layered security, providing account integrity and
inspiring confidence. During the login pro-

cess, user credentials are automatically passed
through multiple authentication tests to ensure
valid entry into Payment WorkSuite. These tests
take place “under the hood” so that logging in

is straightforward for your users. Stringent pass-
word criteria and required password updates
strengthen each account’s overall security.

After access is granted, the interface is tailored

to each user’s assigned permissions, securing
and separating high-value data. For example, an
executive-level user may have permission to view
all data and perform all tasks, while operating
personnel may only see a few relevant sections.

Account administrators have full control over
their users’ permissions, and changes are imme-
diately applied. For ease of maintenance, user
groups can be created to assign the same set of
permissions to multiple users. Permissions may
also be assigned at the individual user level to
handle unique situations.

Streamline Daily Operations

Merchant, customer and cardholder information
can be easily added and updated in EC-Navi-
gator. Expandable sections allow you to focus
on what is most important at that moment by
displaying or hiding groups of information. On-
page information lookup significantly reduces
search time — users simply start typing and select
the desired result as it appears. Instant help is
conveniently accessible from each section to
answer questions without requiring users to
leave the page and is quickly hidden again when
no longer needed.

EC-Navigator's layout is designed to perform
tasks with utmost efficiency. The intuitive inter-
face is fast, and common functions are grouped
together to minimize page switching.

A Fully Integrated Feature of 3Delta Systems’ Payment WorkSuite

Emulate Real-World

Company Structure

From single storefronts to large enterprises with
multiple subsidiaries, 3DSI's Payment WorkSuite
brings together company data under a hierarchy
that mirrors its real-world counterpart. Larger
enterprises can effortlessly manage multiple
merchants under a parent organization, multiple
locations under a given merchant and multiple
terminals per location. Smaller companies will
appreciate the ability to begin with a streamlined
hierarchy while also having the ability to scale as
their business grows.

Explore and Analyze Data

All businesses have data and the need to “make
sense of it all” in order to be efficient and profit-
able. EC-Navigator offers you multiple ways to
view, interact with, manipulate and report your
payment data. Advanced filtering and column-
sorting drive the online views for conducting
quick evaluations, and detailed reports can be
exported into multiple file formats for thorough
offline analysis. Multiple merchants, locations
and terminals can be selected for inclusive
reports or excluded for specific inquiries. This
comprehensive reporting system provides you
with immediate access to operational informa-
tion and empowers you to make decisions based
on real-time intelligence.

Tightly Integrated

Business Processes

The complete Payment WorkSuite lineup -
CardVault, EC-Zone, EC-Linx, EC-Batch and
EC-Sentry™ - has been designed from inception
as stand-alone applications that can be securely
separated, yet tightly integrated, and universally
administered from EC-Navigator.
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‘ YM E NT Information Is Just a Click Away Integration and Reporting
Wo n KAS U ITESM Dynamic interfaces display based on All services in Payment WorkSuite — CardVault,
user permissions EC-Zone, EC-Linx, EC-Batch and EC-Sentry -
can be used in conjunction with each other

and administered in EC-Navigator

Securely Separated. Tightly Integrated.®

Dashboard views, messaging and alerts

Context sensitive “Help” sections .
All services offer the same set of browser-

Secure Access based advanced reporting tools
Multi-layered security checks 3DSlI's services can be integrated with
Secure Internet connections through the use enlter.prise act\ounstrlgDaJr;iEZack—gfgce
of Secure Socket Layer (S5L) encryption solutions such as ' wards®,
EC.NAVIGATOR. Y Y Oracle®, Microsoft® and more

Each user has unique login credentials with

assigned permissions that specifically define Browser Application Requirements

their level of access Windows®: Internet Explorer 7 or greater,
Firefox 3.5 or greater
Mac®: Firefox 3.5 or greater
JavaScript and cookies must be enabled

A minimum screen resolution of 1024x768
is recommended
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Payment WorkSuite® from 3Delta Systems®is a o
new high-performance payment platform whose ’
deep, multilayer security provides peace of

mind to customers - whether small business or _
I

large enterprise - for managing the increasing

complexity of payment processing and data —_—

security requirements.
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